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S-J. Moon, L. Simpson

A Secure Re-keying Scheme with Key Recovery Property . . . . . . . . . . . . . . . 40
Hartono Kurnio, Rei Safavi-Naini, Huaxiong Wang

Trust and Secret Sharing

Modelling Trust Structures for Public Key Infrastructures . . . . . . . . . . . . . . 56
Marie Henderson, Robert Coulter, Ed Dawson, Eiji Okamoto

Size of Broadcast in Threshold Schemes with Disenrollment . . . . . . . . . . . . . 71
S.G. Barwick, W.-A. Jackson, Keith M. Martin, Peter R. Wild

Requirements for Group Independent Linear Threshold Secret
Sharing Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

Brian King

Efficient Sharing of Encrypted Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107
Krista Bennett, Christian Grothoff, Tzvetan Horozov,
Ioana Patrascu

Cheating Prevention in Linear Secret Sharing . . . . . . . . . . . . . . . . . . . . . . . . . 121
Josef Pieprzyk, Xian-Mo Zhang

Fast Computation

Note on Fast Computation of Secret RSA Exponents . . . . . . . . . . . . . . . . . . 136
Wieland Fischer, Jean-Pierre Seifert

Better than BiBa: Short One-Time Signatures with Fast Signing
and Verifying . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 144

Leonid Reyzin, Natan Reyzin



X Table of Contents

Cryptanalysis I

Cryptanalysis of Stream Cipher COS (2, 128) Mode I . . . . . . . . . . . . . . . . . . 154
Hongjun Wu, Feng Bao

The Analysis of Zheng-Seberry Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
David Soldera, Jennifer Seberry, Chengxin Qu

Cryptanalysis of Stream Cipher Alpha1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169
Hongjun Wu

A Linear Algebraic Attack on the AAFG1 Braid Group Cryptosystem . . . 176
James Hughes

Elliptic Curves

Isomorphism Classes of Hyperelliptic Curves of Genus 2 over Fq . . . . . . . . . 190
Y. Choie, D. Yun

Compact Representation of Domain Parameters of Hyperelliptic
Curve Cryptosystems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203

Fangguo Zhang, Shengli Liu, Kwangjo Kim

A New Elliptic Curve Scalar Multiplication Algorithm to Resist
Simple Power Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 214

Yvonne Hitchcock, Paul Montague

AES

Strengthening the Key Schedule of the AES . . . . . . . . . . . . . . . . . . . . . . . . . . 226
Lauren May, Matt Henricksen, William Millan, Gary Carter,
Ed Dawson

On the Necessity of Strong Assumptions for the Security of a
Class of Asymmetric Encryption Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241

Ron Steinfeld, Joonsang Baek, Yuliang Zheng

Security Management

Security Management: An Information Systems Setting . . . . . . . . . . . . . . . . . 257
M.J. Warren, L.M. Batten

Resolving Conflicts in Authorization Delegations . . . . . . . . . . . . . . . . . . . . . . 271
Chun Ruan, Vijay Varadharajan

Policy Administration Domains . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 286
M. Hitchens, Vijay Varadharajan, G. Saunders



Table of Contents XI

Authentication

Maintaining the Validity of Digital Signatures in B2B Applications . . . . . . . 303
Jianying Zhou

Short 3-Secure Fingerprinting Codes for Copyright Protection . . . . . . . . . . . 316
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