
Preface

These are the proceedings of Eurocrypt 2004, the 23rd Annual Eurocrypt Con-
ference. The conference was organized by members of the IBM Zurich Research
Laboratory in cooperation with IACR, the International Association for Cryp-
tologic Research.

The conference received a record number of 206 submissions, out of which the
program committee selected 36 for presentation at the conference (three papers
were withdrawn by the authors shortly after submission). These proceedings
contain revised versions of the accepted papers. These revisions have not been
checked for correctness, and the authors bear full responsibility for the contents
of their papers.

The conference program also featured two invited talks. The first one was
the 2004 IACR Distinguished Lecture given by Whitfield Diffie. The second
invited talk was by Ivan Damg̊ard who presented “Paradigms for Multiparty
Computation.” The traditional rump session with short informal talks on recent
results was chaired by Arjen Lenstra.

The reviewing process was a challenging task, and many good submissions
had to be rejected. Each paper was reviewed independently by at least three
members of the program committee, and papers co-authored by a member of
the program committee were reviewed by at least six (other) members. The
individual reviewing phase was followed by profound and sometimes lively dis-
cussions about the papers, which contributed a lot to the quality of the final
selection. Extensive comments were sent to the authors in most cases. At the
end, the comments and electronic discussion notes filled more than 32,000 lines
of text! We would like to thank the members of the program committee for their
hard work over the course of several months; it was a pleasure for us to work
with them and to benefit from their knowledge and insight. We are also very
grateful to the external reviewers who contributed with their expertise to the
selection process. Their work is highly appreciated.

The submission of all papers was done using the electronic submission soft-
ware written by Chanathip Namprempre with modifications by Andre Adels-
bach. During the review process, the program committee was mainly commu-
nicating using the Web-based review software developed by Bart Preneel, Wim
Moreau, and Joris Claessens. We would like to thank Roger Zimmermann for his
help with installing and running the software locally, and for solving many other
problems, not the least of which was the assembly of these proceedings. The fi-
nal decisions were made at a meeting in Rüschlikon at the IBM Zurich Research
Laboratory. Helga Steimann helped us with the organization and also made sure
there was enough coffee and food available so that we could concentrate on the
papers and were not distracted by empty stomachs. Thanks a lot!

We are grateful to Endre Bangerter, Martin Hirt, Reto Strobl, and Roger
Zimmermann for their help with the local arrangements of the conference.

Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.
Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.

ALLGEMEIN ----------------------------------------
Dateioptionen:
     Kompatibilität: PDF 1.2
     Für schnelle Web-Anzeige optimieren: Ja
     Piktogramme einbetten: Ja
     Seiten automatisch drehen: Nein
     Seiten von: 1
     Seiten bis: Alle Seiten
     Bund: Links
     Auflösung: [ 600 600 ] dpi
     Papierformat: [ 595 842 ] Punkt

KOMPRIMIERUNG ----------------------------------------
Farbbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 150 dpi
     Downsampling für Bilder über: 225 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Mittel
     Bitanzahl pro Pixel: Wie Original Bit
Graustufenbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 150 dpi
     Downsampling für Bilder über: 225 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Mittel
     Bitanzahl pro Pixel: Wie Original Bit
Schwarzweiß-Bilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 600 dpi
     Downsampling für Bilder über: 900 dpi
     Komprimieren: Ja
     Komprimierungsart: CCITT
     CCITT-Gruppe: 4
     Graustufen glätten: Nein
     Bitanzahl pro Pixel: Wie Original Bit

     Text und Vektorgrafiken komprimieren: Ja

SCHRIFTEN ----------------------------------------
     Alle Schriften einbetten: Ja
     Untergruppen aller eingebetteten Schriften: Nein
     Untergruppen bilden unter: 100 %
     Wenn Einbetten fehlschlägt: Warnen und weiter
Einbetten:
     Immer einbetten: [ ]
     Nie einbetten: [ ]

FARBE(N) ----------------------------------------
Farbmanagement:
     Farbumrechnungsmethode: Alle Farben zu sRGB konvertieren
     Methode: Standard
Arbeitsbereiche:
     Graustufen ICC-Profil: 
     RGB ICC-Profil: sRGB IEC61966-2.1
     CMYK ICC-Profil: U.S. Web Coated (SWOP) v2
Geräteabhängige Daten:
     Einstellungen für Überdrucken beibehalten: Ja
     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja
     Transferfunktionen: Anwenden
     Rastereinstellungen beibehalten: Ja

ERWEITERT ----------------------------------------
Optionen:
     Prolog/Epilog verwenden: Nein
     PostScript-Datei darf Einstellungen überschreiben: Ja
     Level 2 copypage-Semantik beibehalten: Ja
     Portable Job Ticket in PDF-Datei speichern: Nein
     Illustrator-Überdruckmodus: Ja
     Farbverläufe zu weichen Nuancen konvertieren: Nein
     ASCII-Format: Nein
Document Structuring Conventions (DSC):
     DSC-Kommentare verarbeiten: Nein
     DSC-Warnungen protokollieren: Nein
     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Nein
     EPS-Info von DSC beibehalten: Nein
     OPI-Kommentare beibehalten: Nein
     Dokumentinfo von DSC beibehalten: Nein

ANDERE ----------------------------------------
     Distiller-Kern Version: 5000
     ZIP-Komprimierung verwenden: Ja
     Optimierungen deaktivieren: Nein
     Bildspeicher: 524288 Byte
     Farbbilder glätten: Nein
     Graustufenbilder glätten: Nein
     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja
     sRGB ICC-Profil: sRGB IEC61966-2.1

ENDE DES REPORTS ----------------------------------------

IMPRESSED GmbH
Bahrenfelder Chaussee 49
22761 Hamburg, Germany
Tel. +49 40 897189-0
Fax +49 40 897189-71
Email: info@impressed.de
Web: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<
     /ColorSettingsFile ()
     /AntiAliasMonoImages false
     /CannotEmbedFontPolicy /Warning
     /ParseDSCComments false
     /DoThumbnails true
     /CompressPages true
     /CalRGBProfile (sRGB IEC61966-2.1)
     /MaxSubsetPct 100
     /EncodeColorImages true
     /GrayImageFilter /DCTEncode
     /Optimize true
     /ParseDSCCommentsForDocInfo false
     /EmitDSCWarnings false
     /CalGrayProfile ()
     /NeverEmbed [ ]
     /GrayImageDownsampleThreshold 1.5
     /UsePrologue false
     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /AutoFilterColorImages true
     /sRGBProfile (sRGB IEC61966-2.1)
     /ColorImageDepth -1
     /PreserveOverprintSettings true
     /AutoRotatePages /None
     /UCRandBGInfo /Preserve
     /EmbedAllFonts true
     /CompatibilityLevel 1.2
     /StartPage 1
     /AntiAliasColorImages false
     /CreateJobTicket false
     /ConvertImagesToIndexed true
     /ColorImageDownsampleType /Bicubic
     /ColorImageDownsampleThreshold 1.5
     /MonoImageDownsampleType /Bicubic
     /DetectBlends false
     /GrayImageDownsampleType /Bicubic
     /PreserveEPSInfo false
     /GrayACSImageDict << /VSamples [ 2 1 1 2 ] /QFactor 0.76 /Blend 1 /HSamples [ 2 1 1 2 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 2 1 1 2 ] /QFactor 0.76 /Blend 1 /HSamples [ 2 1 1 2 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /sRGB
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 150
     /EndPage -1
     /AutoPositionEPSFiles false
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 1.5
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 600
     /AutoFilterGrayImages true
     /AlwaysEmbed [ ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 150
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 600 600 ]
>> setpagedevice



VI Preface

Eurocrypt 2004 was supported by the IBM Zurich Research Laboratory, Crypto
AG, Omnisec, MediaCrypt, HP, Microsoft Research, and Swiss International Air
Lines.

Our most important thanks go to our families for bearing with us through
this busy period, for their support, and for their love.

Last but not least, we thank all the authors from all over the world who
submitted papers. It is due to them and their work that the conference took
place.

February 2004 Christian Cachin and Jan Camenisch
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Claude Crépeau . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . McGill University, Canada
Ivan Damg̊ard . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Aarhus University, Denmark
Juan Garay . . . . . . . . . . . . . . . . . . . . . . . . . . . Bell Labs - Lucent Technologies, USA
Rosario Gennaro . . . . . . . . . . . . . . . . . . . . IBM T.J. Watson Research Center, USA
Alain Hiltgen . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . UBS, Switzerland
Thomas Johansson . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Lund University, Sweden
Antoine Joux . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . DCSSI Crypto Lab, France
Joe Kilian . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . NEC Laboratories America, USA
Arjen Lenstra . . . . . . . . . . . . . Citibank, USA & TU Eindhoven, The Netherlands
Yehuda Lindell . . . . . . . . . . . . . . . . . . . . . IBM T.J. Watson Research Center, USA
Anna Lysyanskaya . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Brown University, USA
Daniele Micciancio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . UC San Diego, USA
Omer Reingold . . . . . . . . . . . . . . . . . . . . . . . . . Weizmann Institute of Science, Israel
Vincent Rijmen . . . . . . . . . . . . . . . . . . . . . . . . . . . . Cryptomathic and IAIK, Belgium
Phillip Rogaway . . . . . . . . . UC Davis, USA & Chiang Mai University, Thailand
Igor Shparlinski . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Macquarie University, Australia
Edlyn Teske . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . University of Waterloo, Canada
Rebecca Wright . . . . . . . . . . . . . . . . . . . . . . . . Stevens Institute of Technology, USA



VIII Organization

External Reviewers

Adi Akavia
Joy Algesheimer
Jee Hea An
Siddhartha Annapureddy
Giuseppe Ateniese
Endre Bangerter
Lejla Batina
Amos Beimel
Mihir Bellare
Siddika Berna Ors
Simon Blackburn
Carlo Blundo
Alexandra Boldyreva
Dan Boneh
Colin Boyd
Xavier Boyen
An Braeken
Thomas Brochman
Ran Canetti
Scott Contini
Don Coppersmith
Nora Dabbous
Christophe De Cannière
Alex Dent
Giovanni Di Crescenzo
Christophe Doche
Yevgeniy Dodis
Patrik Ekdahl
Nelly Fazio
Serge Fehr
Marc Fischlin
Matthias Fitzi
Scott Fluhrer
Matt Franklin
Martin Gagne
Steven Galbraith
M. I. Gonzáles Vasco
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