Erich Schweighofer - Herbert Leitold
Andreas Mitrakas - Kai Rannenberg (Eds.)

Privacy Technologies
and Policy

5th Annual Privacy Forum, APF 2017
Vienna, Austria, June 7-8, 2017
Revised Selected Papers

@ Springer



Contents

Data Protection Regulation

Kdrt Pormeister

Towards a Privacy-Preserving Reliable European Identity Ecosystem. . . . . .. 19
Jorge Bernal Bernabe, Antonio Skarmeta, Nicolds Notario,
Julien Bringer, and Martin David

Forget Me, Forget Me Not - Redefining the Boundaries of the Right
to Be Forgotten to Address Current Problems and Areas of Criticism . ... .. 34
Beata Sobkow

A Refinement Approach for the Reuse of Privacy Risk Analysis Results . . . . 52
Sourya Joyee De and Daniel Le Métayer

Neutralisation and Anonymization

A Gamified Approach to Explore Techniques of Neutralization of Threat
Actors in Cybercrime. . . ... ... ... . e e 87
Andreas Rieb, Tamara Gurschler, and Ulrike Lechner

Privacy by Design Data Exchange Between CSIRTS . .. ............... 104
Erich Schweighofer, Vinzenz Heussler, and Peter Kieseberg

Mr X vs. Mr Y: The Emergence of Externalities in Differential Privacy. . . . . 120
Maurizio Naldi and Giuseppe D Acquisto

Diffix: High-Utility Database Anonymization . . ... .................. 141
Paul Francis, Sebastian Probst Eide, and Reinhard Munz

Privacy Policies in Practice

Towards a Principled Approach for Engineering Privacy by Design. . . ... .. 161
Majed Alshammari and Andrew Simpson

PrivacyScore: Improving Privacy and Security via Crowd-Sourced

Benchmarks of Websites . ... ......... ittt 178
Max Maass, Pascal Wichmann, Henning Pridchl,
and Dominik Herrmann



X1v Contents

Privacy Data Management and Awareness for Public Administrations:

A Case Study from the Healthcare Domain . .......................
Vasiliki Diamantopoulou, Konstantinos Angelopoulos, Julian Flake,
Andrea Praitano, José Francisco Ruiz, Jan Jiirjens, Michalis Pavlidis,
Dimitri Bonutto, Andrés Castillo Sanz, Haralambos Mouratidis,

Javier Garcia Robles, and Alberto Eugenio Tozzi

Better Data Protection by Design Through Multicriteria Decision Making:
On False Tradeoffs Between Privacy and Utility. ... .................
Bettina Berendt

Author Index .. ...



