The 1999 New Security Paradigms Workshop

Greetings, Prefatory Notes & Acknowledgements: Words from the NSPW Chairs ... 7-11

Session I: Protection

Secure Dynamic Adaptive Traffic Masking.........c.cocoivmiieneiiiineininieeieecseeenee 13
Brenda Timmerman
Security Architecture-Based System Design .......co.coceeeveviiiiniiiiiiiicinieeeeeeeeeaes 25

Edward A. Schneider

Session II: Availability

Survivability - A New Technical and Business Perspective...........ccooevrvmeinerncienecnnns 33
Howard F. Lipson, David A. Fisher

Optimistic Security: A New Access Control Paradigm ..........ccccoccniivimnninninnnnnnnnne. 40
Dean Povey

Session III: Discussion
Strike Back: Offensive Actions in Information Warfare ..........ccccooeviiieeciveeeccvceeeeeeeecnnees 47
Donald J. Welch, Nathan Buchheit, Anthony Ruocco

Session IV: Caveat Emptor

Security Service Level Agreements: Quantifiable Security for the Enterprise? ............. 54
Ronda R. Henning
Cursory Examination of Market Forces Driving the Use of Protection Profiles............. 61

Kenneth G. Olthoff

Session V: Authorization

Paradigm Shifts in Protocol ANalySis ...........cceeeieeeieeiiieecrieeeieeieecaeeeaeeseresesreeseaseenaaess 70
Susan Pancho
Secure Group Management in Large Distributed Systems .........cccccvveemnncinneiniiicnnnenn. 80

J. Bret Michael, John McHugh

Session VI: Policy

SASI Enforcement of Security Policies: A Retrospective ........cocevvereuiencecnieeneennvencenne 87
Ulfar Erlingsson, Fred B. Schneider
Security Modeling in the Commercial Off The Shelf Environment............cccccveeeueennen. 96

Tom Markham, Mary Denz, Dwight Colby

Session VII: Integrity

On the Functional Relation between Security and Dependability Impairments .......... 104
Erland Jonsson, Lars Stromberg, Stefan Lindskog
Securing Information Transmission by Redundancy ..........c.cccceoveeiiininininneeecneenees 112

Jun Li, Peter Reiher, Gerald Popek

The High Assurance Brake Job............. e essesessesesasessssasnase 118
Kenneth Olthoff



