Table of Contents

INTRODUCTION ... e 1
ABBUE THIS BOOK, -0 vo v ew i i v i s S v o S i e e 1

Foalish ASSUMPHIONS . cuuswams o imuain wom s s sses smatib e s i v 3

Iconis USEt in THIS. BOOK .. v s an soaiss sommss s S0 Sieuumassn 4

DO OO TS BIDON . i s e W AR 4

YWHere 1D GO Iramh FENE . oo wwimes s i smid e i 4

PART 1: GETTING STARTED WITH CYBERSECURITY ......... 5
cuarrer 1. What Exactly Is Cybersecurity?......................... 7
Cybersecurity Means Different Things to Different Folks . ........... 7
Cybersecurity Is a Constantly Moving Target ..............cc.on... 9
Technalogical chanNEes i s T T 9

et e 50 3 p e R e e e e e S O 14
Econornicrodel shilts . coisis v vavnnsa dass 15

Political shilts: ooy i im iy e s s 16

Looking at the Risks Cybersecurity Mitigates . .................... 20

The goal of cybersecurity: The CIATriad .. ... 21

From a human Perspective .. .eeissssasvidinseissdeis vovais 22

cuaeter 2. Getting to Know Common Cyberattacks............ 23
Attacks That Inflict Damage ..o vvu v v vviows v o e sdiiia i os 24
Denial-of-service (DoS)attacks . ...... .o, 24

Distributed denial-of-service (DDoS) attacks. . .. ............... 24

BOUIOLS and ZOMPIES i vop v yia i e & s i i e b i 26

Data- destruction atbaelts: . vavin o i e N s wiap i 27

{5 That Really You? Impersonation . ... ccsavcsevmiiivs vovime wieas 27

PHEEHIE o5 vt irss e s s S v e W s e s S mw s e wiwsess 28

SPEar POTSFHRE v e s s i R A N SR A 28

CERN TP o5 i i i i i o o o B B W 28

BDIEETIOIE 5 s o W R TR A S P RS R R R RO 29

VIR, o o b e s e o e R R R e 29

PREEMHRE oo s s i i s s ioe o S S S e A 29

Whaling: Going forthe *bigfish” . .......coiiiviiiiiiiiicinnn 29

Messing around with Other People’s Stuff: Tampering............. 30
Captured in Transit: Interception ........covvesiieiviasiinisnaans 30
Man-in-the-middle attacks. . ........coviiiii i iiiiaint 31

Taking What isnt Theirs:DataTheft..........cooiiiiiiiiiiiiines 32
Persomal data theft, o covvniimommmnsisnine sens s pis o i 32

BUSTHOSS TaE TIBTE v aniniom osoms i o n i sm s won e W e 32

Diata BHEration. .« v we v s s O o s am ae e 33

Table of Contents v



Compromised credentials .. .........cooviiiiiiiiii ... 33

Forced policy Violations . ....ovvvve i 34
Cyberbombs That Sneak into Your Devices: Malware.............. 34
VUGBS, .\ ittt it iie ettt e s 34
LT =3 35
1+ - 1 35
RANSOMWAIE .o\ vttt et a e ittt n e a e 35

o= [T 36
Y= | = 37
CryptoCUrrenCyY MINerS, .o v ittt i i ann e anns 37
AQWaIE L e e 37
Blended malware. . ..ot e s 38
Zero-daymalware . .. ... e 38
Fake malware On COmMPULeIS. ..ottt ie i i iie e 38
Fake malware on mobile devices ................ ..., 38
Fake security subscription renewal notifications ............... 39
Poisoned Web Service Attacks. . ... 39
Network Infrastructure Poisoning ...........c.iiiiiiiinnnnn. 40
MaIVertISING ...t e 40
Drive-bydownloads ......... ... i 41
Stealing passwords ... ... e 41
Exploiting Maintenance Difficulties .......... ... ... ... ... ... ... 43
Advanced Attacks .. ... e 43
Opportunistic attacks . ... ..ot e et e 44
Targeted attacks ...ttt e 44
Blended (opportunistic and targeted) attacks. .. ............... 45
Some Technical Attack Techniques. .............cooviiiienen... 45
ROOTKIS . L o e 45
Brute-forceattacks ...t e 46
Injection attacks. ... ..u i s 46
Session hijacking . ... s 47
Malformed URL attacks ..o 47
Buffer overflow attacks. .......... ... i, 48
cuaerer 3. The Bad Guys You Must Defend Against ............ 49
Bad Guys and Good Guys Are RelativeTerms .................... 50
Bad GUYyS Upto NO GOOd . ... oe vt aaens 51
Scriptkiddies .. ... 51
Kids who are notkiddies ..................ccoiiiiiiinininnn. 52
Terrorists and other rogue groups. . .....oovvve i inn... 52
Nations and states. .. ...ttt i 52
COrPOratE SPIBS . . o e 54
Criminals. . ..o e 54
HacktivISTS. ..o 54

Vi  Cybersecurity For Dummies



Cyberattackersand TheirColored Hats. .. ......oviviiiniinn et 55

How Cybercriminals Monetize Their Actions. . .................... 56
Erect DoanCEEERd, « o0 v e oo —— 56
Incirect oanCial fralid . .o oo 5 s sepsss v i es s 57
BETEOITINEIE o nmmmm v s s o s S50 R 0 SR B S 59
Y DEOTIIBTE cv.a s potivsin o s B S Bomd 6 A DA NS K 60

Not All Dangers Come From Attackers: Dealing with

Nonmaliciots TRESAIS. o v we v s s i s e i s 60
EIUETARIBTRDE s wasosmans e s a0 e v s W T ool W e i 60
Ete il Al astons . cosvuvmims o s e v e e e R e 62

Defending against These Attackers .........covivvveinennnaen... 67

PART 2: IMPROVING YOUR OWN
PERGCIMBL SEEUREIN . cinnomsmuonms s msmssos s smmmmmmms 69
cuarrers: EValuating Your Current

CybersecurityPosture.................................. 71

Don't be Achilles: Identifying Ways You May Be Less than Secure. .. .. 71
YO DO COPIPBEENSY. o o s e simmssmms s smasmin wew s 72
YOUFTrODHE OBVICES ;..o o wims wor 5rare eirs b s m W S 5 WS 73
Your Internet of Things (loT)devices ........cvvvvirinvicinnas 73
YOUrNBIWOTKIng eqUIPIBNt , . . uve commsmswnns ownmy sa s e 74
Your work environment .. ......oieiiiiiii i, 74

Identifying RiSKS. .. ..ot 74

Protecting againstRisks . . ...t 75
Perimeterdefense. . ... i i e 76
FIreWall/rOUter . . oo mr v me s we s w s s r o e ss e e s 76
SO SEIMNGITEE & b b e s bt D § b AN B Wb Bk 79
Your physical computer(s) and any other endpoints............ 79
BaCKUPS. ot 79
7] =T o o | T~ 25ROt 80
RTINS oo ch b A R N A IR G R B B S D 80
REECVETITR & 0545 0 53 donomasn S b ammmiblowmm bl B S e B 38 B o B 80
IMIPIOVING . oottt i e 80

Evaluating Your Current Security Measures ...................... 80
S A s s s e e A R A S e P G R A S s B 81
FIEPHIATE cuoi s inas e tas i iaiia s S S s heaan 82
INBMPANCE. s oiim sl aiG A TR R e T s s 83
BB O s R R A S A e 5 83

Brvaey WO oo v avi i s s e SRR e R e T S e e 84
Think before you share v csssissinmssisunaivideiaiing 84
TN Detore You post: s s sy s iy i e g 85
General privaty DS, o s veiiE e s R LR 86

Banking Onlive Safeby .. oo irmrad Bis ik sRnmiis e 88

Salely Using Smart DeVICeS oo wis viiimsnpaessaliei s e ivii s 90

Crystocurrency SEeunty TO oo amins i s i s e 91

Table of Contents Vi



cwarrers: ENhancing Physical Security ........................... 93

Understanding Why Physical Security Matters.................... 94
TaKiNg INVENTOTY ..ottt e e i e 94

Stationarydevices ... ... .. i i e e 96

Mobile devices. ... ..o e 97
Locating Your Vulnerable Data . .. ..............cciiiinineinn.. 97
Creating and Executing a Physical Security Plan................... 98
Implementing Physical Security ..., 100
Security for Mobile Devices . ................ i i i, 101
Realizing That Insiders Pose the Greatest Risks.................. 102

cuarrers: Cybersecurity Considerations When

WorkingfromHome ................................... 105
Network Security CONCeIMS . ...ttt et e ee e 106
Device Security CONCEIMS. .. ... v et iiee e, 108
Location Cybersecurity. . ...t 109
Shouldersurfing ............ .o i 109
Eavesdropping . . ...t 110
Theft 110
Human errors. ... ..o 110
Video Conferencing Cybersecurity . ...............cc.oeveni.... LAk
Keep private stuff out of cameraview . ...................... 111
Keep video conferences secure from unauthorized visitors. . . . . 111
Social Engineering ISSUes . ... ..ottt e 113
Regulatory ISsues .. ... 113

cuaeter7: S€CUring Your Accounts ... 117
Realizing You'reaTarget ............ovveirineiinnnnnnnn, 117
Securing Your External Accounts .................cviiniinin.. 118
Securing Data Associated with User Accounts ................... 119

Conduct business with reputable parties .................... 119
Use official apps and websites ............................. 120
Don't install software from untrusted parties. ................ 120
Dontrootyourphone ............covvvveei i, 120
Don't provide unnecessary sensitive information . ............ 120
Use payment services that eliminate the need to

share creditcard numbers. . ............... ... i 120
Use one-time, virtual credit card numbers when appropriate. ... 121
Monitor your accounts . ...........ouueit s 122
Report suspicious activity ASAP. . .. .................. ... . ... 122
Employ a proper password strategy. .........ooviiiiinnn... 122
Utilize multifactor authentication........................... 122
Log out when you'refinished. .............................. 124

Vili  Cybersecurity For Dummies



CHAPTER 8:

Use your owncomputerorphone..............coeviinnnnn. 124

LoeloYoul €COMPUET :umsvssvs sy avssiseiinz cisn 124
Use a separate, dedicated computer for sensitive tasks. ....... 125
Use a separate, dedicated browser for sensitive
web-basedtasks ........... ... i 125
Secure your access deviCes ... ie et 125
Keep your devicesuptodate .............ccoviiiiiiiiinnn, 125
Don't perform sensitive tasks over publicWi-Fi ............... 125
Never use public Wi-Fiin high-riskplaces .................... 126
Access your accounts only in safe locations .................. 126
LISE QPPrOPHATE CEVITEIS: i o v ot s e s 00 500 som w0 Moo s b 126
Set approprate MM . oot ciiiie ven st imenas anmnenensss 126
LISE BIEIES o v it i S50 s iliao s st s nos mmnie e simen 127
Periodically check accessdevice listS .. .....oovvvinrnnnnnnnn. 127
Check [aat TaRm ANTD b i S S T A e 5 e 127
Respond appropriately to any fraud alerts . .................. T2
Never send sensitive information over an unencrypted
COMMECHION Lottt ettt e ettt reee s 127
Beware of social engineering attacks........................ 128
Establish voice login passwords . .............coiiiiiini... 129
Protect yourcellphone AUMBER , v.ovsmseasvms s s ns s ss v 129
Don't click on links in emails or text messages................ 129
Securing Data with Parties You've Interacted With ............... 130
Securing Data at Parties You Haven't Interacted With. . ........... 132
Securing Data by Not Connecting Hardware with
Linknown PEAIErBES . .ovvvivuvivivi sy sasin siviass s avin 133
Passwords......................oooiiiii 135
Passwords: The Primary Form of Authentication................. 135
Avoiding SimphsHc PassNOrds. . vevms s s e isee s 136
Passwora ConsABERtonS, . .uovvvavasas s s G aiesmaiis sviiess 137
Easily guessable personal passwords ................ccouaun. 134
Complicated passwords aren't always better . ................ 138
PifferEntlevels oFSErs I « v s e e s e 138
Your most sensitive passwords may not be the
TR TP B e e R 139
You can reuse passwords — sometimes. .................... 139
Consider using a password Manager. ........ovvvvuriernnn.. 140
Creating Memorable, Strong Passwords . ..............cv0vvun... 142
Knowing When to Change Passwords ..................oovvn... 143
Changing Passwords afteraBreach....................c.couue.. 144
Providing Passwords to HUMEN5 .. ociue i ivieeiiseessinseases 144
I OO s i s S e R R s s 145
Storing passwords for your Delrs <o vivside visie s siuii s uin v 145
Storing general passwerds. o il s Fe v eiie suaa 145

Table of Contents  iX



Transmitting Passwords. ... ...t 146

Discovering Alternatives to Passwords ......................... 146
Biometric authentication .. ......covvr ittt 146
SMS-based authentication. . .......coviier i 148
App-based one-time passwords . . ..... ... oo, 149
Hardware token authentication . ........ ..o iin o 149
USB-based authentication . .......covvvii i iininrnnenas 150

cuaerers: Preventing Social Engineering Attacks ............. 151

Don't Trust Technology More than You Would People . ........... 151

Types of Social Engineering Attacks .. .................oovna. 152

Six Principles Social Engineers Exploit . ............. ... .. o0t 156

Don't Overshareon SocialMedia . .......... ... ... o ... 156
Your scheduleand travelplans.......... ..o, 157
Financial information ....... ... i i 158
Personal information .......... ...t ...158
Workinformation ...t 160
Possible cybersecurity iSSUes. ... .. vt i i e 160
Crimes and minorinfractions ............. ... iiiinrann.. 160
Medical orlegaladvice . .........ccoviiiii i i 160
Your location . ... o e 161
Yourbirthday. . ...t e 161
Y OUE SINS i e e e 161

Leaking Data by Sharing Information as Part of Viral Trends....... 162

Identifying Fake Social Media Connections...................... 162
o T o 163
Verification . .. ... e 163
Friends or connections in COMMON . ......ovtrntreunrennnns 163
Relevant PoStS .. ...ttt e 164
Number of connections ........ ...t 164
Industry and location ....... ... 0 it i 165
Similarpeople ... ... 165
Duplicatecontact......................... e 165
Contactdetails. ... .. ..ot e 165
Premiumstatus. ... 166
LinkedIn endorsements .. .......ouureiine i, 166
Group actiVity. .. ..o 166
Appropriate levels of relative usage......................... 167
Humanactivities . ... 167
Clichénames . ... ...t et 167
Poor contact information. ............ .ot 168
SKIll St oo 168
SPEIliNg . e 168

Age of an account

X  Cybersecurity For Dummies



Suspiciouscareerorlifepath ............ .o 168

Level or celebrity status .. ......ovviii it 169
Using Bogus Information . ......oovevieiiiiin e iiiinnciiinnans 170
Using Security Software .. ..ottt 170
General Cyberhygiene Can Help Prevent Social Engineering....... 171

PART 4: CYBERSECURITY FOR BUSINESSES,

ORGANIZATIONS, AND GOVERNMENT ..................... 173
cHAPTER 10: SECUIi ng Your SmallBusiness ........................ 175
Making Sure SomeonelsInCharge ..........civieniinnniiinns 175
Watehing Ot for EMpIOVRES., .o cvwnmmismommm ims s omm s camna 176
Incentivize eMplOVBes. .. . covesvivenesevsmissaas s ees s canss 177
Avoid giving out the keystothecastle.................oun. 177
Give everyone separatecredentials...................co00 178
Restrict administrators. . .....oooviiiiiiiniiiinn .. 178
Limit access to corporate accounts ........covvuvnniinnann.. 178
Implement employee policies . ...........ooviiieiiiiin, 180
Enforce social media policies. ..........coiiiiiiiiiii, 183
Monitor employees. ........cciiiiiiiiiiiiiii i 183
Dealing with a Remote Workforce ..................oiiiiaitt. 184
Use work devices and separate work networks . .............. 185
Set up virtual private networks ... .......o it i i 185
Create standardized communication protocols............... 186
Useaknown NEEWOTK, .. coossacinsiinsvs iisnsesivasmsnsiss 186
Determine how backupsarehandled ....................... 187

Be careful where youworkremotely ...........ccovvvviinnnn 187

Be extra vigilant regarding social engineering . ............... 188
Considering Cybersecurity INSUrance. ..........cocvviienniinnnns 189
Complying with Regulations and Compliance. ............c.oous 190
Protectingemployee data ......ovvivvensiroirnassnsnnennss 190
PO DISE s i e i s s e e e R 191
Bragehi disClosre 1aWs ooon weiiin s s s v N ivnaw e sl 191
GEPR s v e i e e e e F e R T 192
HIPAAG v s o i S S e S e i T e e 192
BIOMENCHata - v s sumvi svo i v va b ieon s 59w o ey v g 193
Anti-money launderinglaws ............ccoiiiiiiiiiieenn, 193
International sanctions. ............... B AR R 193
Handiing INterNet ACCBSS .. ¢ v ovcvvus in v i in el wdta e waias 193
Segregate Internet access for personal devices............... 193
Create bring your own device (BYOD) policies ................ 194
Properly handle inbound access. ........c.oveviinininiiine, 194
Protect against denial-of-service attacks . . ................... 196
Rl T i s 0 R S 197
DISEENPIN wx s i it il ot s 5 R o W 197

Table of Contents X



xii

Run penetration tests. . ..o i it 197

Be carefulwith loT devices. . ..., 197
Use multiple network segments .. ..o nn.. 198

Be careful with paymentcards ............. ..o inn... 198
Managing Power Issues ... 198
cuarrer 11: Cybersecurity and Big Businesses ............... ... 201
Utilizing Technological Complexity .. ..........covriiiinnn... 202
Managing Custom SYStEMS ... ..ottt itii i et iieee e, 202
Continuity Planning and Disaster Recovery...................... 203
Looking atRegulations. .............c.iiiiiiiiiiie i, 203
Sarbanes Oxley . ........oiiiiiiiiii i e 203
Stricter PCl requirements. . ... ..vuut v e 205
Public company data disclosurerules ....................... 205
Breachdisclosures ............... ..o i 205
Industry-specific regulatorsandrules ....................... 206
Fiduciary responsibilities ............c.ccviiiii i 206
Deep pockets . ... i e 207
Deeper Pockets —andinsured. .. .................cviinnnn... 207
Considering Employees, Consultants, and Partners .............. 208
Dealing with internal politics . ... .............ocviiiinnn... 209
Offering information security training . . ..................... 209
Replicated environments.................oivvirinnnnnnn. 209
Looking at the Chief Information Security Officer's Role........... 210
Overall security program management. . .................... 210
Test and measurement of the security program .............. 210
Human risk management. . ........ ..., 211
Information asset classification and control .. ................ 211
SCUNItY OPeratiONS . v vt ittt et e et e 211
Information security strategy ............coiiiiiiiininn.n, 211
Identity and access management........................... 21
Data loSs prevention. . ..........couuuvee e, 212
Fraudprevention. ....... ... ... ... ... i, 212
Incident response plan. ..., 213
Disaster recovery and business continuity planning........... 213
Compliance. .. ... 213
Investigations. ... ... .. . e 213
Physical security. . ..o 214
Security architecture. . ...... ... i, 214
Geopolitical risks . ... 214
Ensuring auditability of system administrators ............... 215

Cybersecurity insurance compliance

Cybersecurity For Dummies



PART 5: HANDLING A SECURITY INCIDENT

(THISISAWHEN, NOTANIF) ... 217
cuaeter 12 Identifying a Security Breach......................... 219
Identifying Overt Bregchies, ... . v van s rveiiiinni v dsas i 220
RANSONINETE o cvvi e v i iy e s isr e e ey nis s 220
DEfEEBITIRITL oy wmasms s mm s e s i R A R e 221
CIETEE ORSEFUEHION .o ovm s i s s e s e o 221
Detecting Covert Breathes., . «vuu va e vawie isvawsiss vos s an i sie s EL

Your device seems slower than before ...................... 223
Your Task Manager doesn't run ........ocaovvivnsvssivenine 223
Your Registry EQitor doesit fliT : .o s vsmmvn smosiswsmai e oo s 223
Your device starts suffering from latency issues .............. 224
Your device starts suffering from communication
AN BUTERTINE I85UIRS oo ianm i s i T G S 225
Your device's settingshavechanged . .............covvvinens 226
Your device is sending or receiving strange email messages . ... 226
Your device is sending or receiving strange text messages ..... 226
New software (including apps) is installed on
your device — and you didn'tinstallit....................... 226
Your device's battery seems to drain more quickly
R B OO o s et S R S S S A 227
Your device seems to run hotter than before................. 227
File contents have beenchanged . . ...t 228
PHBS AR IHRSIINE v inemsmmen s s s e A G e v 228
Websites appear differentthanbefore ...................... 228
Your Internet settings show a proxy, and you never
SO D A 0 b w8 i AR S R B 0 S 228
Some programs (or apps) stop working properly.............. 229
Security programs haveturned off. ................c.iinnn 229
An increased use of data or text messaging (SMS). . ........... 230
Increased network traffic. ... i 230
LIRS U GReN BOTES. - iiiiie il dn s mam a0 6 e R Ak 05 485 230
Your device startscrashing . ...........covnnnininnnnn. 231
Your cellphone bill shows unexpected charges up to here ..... 232
Unknown programs request acCess.....ooveveiivrerrannnses 232
External devices power on unexpectedly .................... 232
Your device acts as if someone else were usingit............. 232
New browser search enginedefault......................... 232
Your device password haschanged..............covvvvnnnn 233
POP-UpSSIart apPeANNE v vy VvV s i ni 233
New browser add-ons appear. . ...ovviisvrsionn s ivaniiis, 233
NEW Drowser ROME PARE.. . i s bavdas Gaainy sdbn o 234
Your email from the device is getting blocked by spam filters. . .. 234
Your device is attempting to access “bad” sites ............... 234

Table of Contents  Xiii



xXiv

You're experiencing unusual service disruptions. ............. 234

Your device's language settingschanged .................... 235
You see unexplained activity on the device................... 235
You see unexplained online activity . . ... 235
Your device suddenlyrestarts. ..., 235
You see signs of data breaches and/orleaks ................. 236
You are routed to the wrongwebsite. . ...................... 236
Your hard drive or SSD light never seemstoturnoff .......... 236
Other abnormal things happen............. .. i nnet, 237
cuaeter 13: RECOVeEring from a Security Breach.................. 239
An Ounce of Prevention Is Worth Many Tons of Response ........ 239
Stay Calm and Act Now withWisdom. .......................... 240
BringinaPro. . ... e e e 240
Recovering from a Breach withouta Pro'sHelp.................. 241
Step 1: Figure out what happened or is happening............ 241
Step 2:Containtheattack ............. ... . covviruiiaian. 242
Step 3: Terminate and eliminate the attack. . ................. 243
Reinstall Damaged Software ..................0 i viiivnniinnn. 247
Restart the system and run an updated security scan ......... 247
Erase all potentially problematic System Restore points . ......248
Restore modified Settings . ..., 248
Rebuildthesystem . ... ... ..ot 249
Dealing with Stolen Information......................c.covues. 250
PayiNg raNSOMS . . ... e e e 251
Learning forthefuture. ... ... ... i, 253
Recovering When Your Data Is Compromised at a Third Party . .. ..253
Reasonthenoticewassent.......................covvn... 254
SIS Lt e 254
PasSWOrdS. . ... 255
Payment card information. . ...........co0 i 256
Government-issued documents .. .............coeeiiian.... 256
School or employer-issued documents . ... ............... ...257
Social media accounts .. ... . 257
PART 6: BACKING UP AND RECOVERY....................... 259
cererts: BackingUp. ... . 261
Backing Up Is a MuUSt. .. ... . e e e 261
Backing Up Data from Apps and Online Accounts................ 262
SM S Xt . 263
Socialmedia...... ..o ...263
LT o o 264
Google Photos ... ... 264
Other apps . ..o 264

Cybersecurity For Dummies



Backing Up Data on Smartphones .. .....oivinsiianssssisnisans 265

BITAEBN 5 cne oo oo s e wim s e R B i T 265
PAITIE 5 o i 5 A S 0 B 265
Conducting Cryptocurrency Backups. .. .. ccvivsssviiassisasvins 267
Backing Lip PassWoris «vs e come sompa nsovssmsas sa sems s 267
Looking at the Different Types of Backups ...........oovvvinnn 267
Full backups of SysStems . .. ...ttt 267
OriEinal SYSIEMIMBEES s wxvmvvvmns s enmemmmsmmrss ymeymm 269
Later system imMageS . . o vv vttt a s 269
Original installationmedia. .........oviiiiii it iiinnennns 269
Downloaded software. .. ......coiiiiiiiiniiiiiiiiie s 270
Fullbackupsofdata ..., 270
Incremental backups. . .. oo v it 271
Diferental BatkuPs v .onp o om s wes vy sonsm e mebil e s o i mewys 271
e BACKURSS o 550000 5508950 5500 00 e dbaai LEa e s 272
Continuous backiias . . .o s swaiis siswass s e ia U0 s Lali's 272
Partlal DACKUDS: « 1. 0is iissseviys casivismeiiie i v 273
Eokler-Backups: o anassamn s aliaTR BT 273
Bl gLl s T s R e G s S S D e 274
Virtual drive Backips o amviee B RV R T 274
EXCINSIONG ¢ oo b S S e S e e v e 275
I-app DACKRIS Join v i i IaRi e Ve S R 276
Figuring Out How Often You Should Backup .................... 277
Exploring Backup Tools & v e visvaywissinosiie somm sy s 278
BachUD SOTWETe o kv s i sy pilgss vk i s e sy 278
Drive-specific backupsoftware . ..........covvviniiiiiiinns, 279
Winaows: Backbip. . oo vemmuss s samasas ues o5 aimamm i wis 200 m v 279
smartphoneftablet Backup « . v: i vamviis vvvana e s 280
Manual file or folder copying backups. ............covvuiii 280
Automated task file or folder copying backups ............... 280
Creatinl d BOnt DIBIE. cowwesm i v o i s s e im s e e d wowsw sy as 281
Knowing Whereto Back Up . ...civniiniaiaiviavivevianavonains 281
LOCAESROEEEE i v o s s s s R S R g 282
O R QR OO i o e R AR A 282
CIOERR . i i s, B A A MR M T 282
NSWIGTE SEOFRPE ... covvwe s St wes o 283
PAKITRE DOCATNIONIS v 4 05w v onan o 0 T 0 284
Knowing Where Notto StoreBackups. .. ...o.coiviiiiiiinninn. 284
ERCTVRTINGE BACKIIDS . o o cmimsomm im0 oo u s . v 8505 55 50 285
TESHNE BACKUEIS o0 vc5 600 miwisme o o o 0000 0 0 e w o e 286
BISTOBINEOF BatKIRE ..o« svv s revmsasmeses e onams s v s vm s 286

Table of Contents XV



xXvi

cHapTer 15: Resetti ng YourDevice ................. . i,

Exploring Two Typesof Resets . .......... ...t
LT L =1 =1 €
Hard resets. .ottt e e

Rebuilding Your Device afteraHardReset ......................

CHAPTER 16: Restoring from Backups ...............................

You Will Need to ReSIOre .. oot e e et e e e e ienns

Restoring Data to APPS. o .ot vt vt e it
Restoring from Full Backups of Systems . ............cooviinn,

Restoring to the computing device that was originally
backed Up .. .. e

Restoring to a different device than the one that
wasoriginallybackedup .......... i

Original system images ........oviiiiiiiiniiiiiiiinaianns
Later SyStemM imMagesS. . ..ottt i
Installing security software ........... ... ..o
Original installationmedia. .............. .. oiiiiiinan.
Downloaded software. ......... ..ot
Restoring from full backupsofdata.........................
Restoring from Incremental Backups. . .....vvvvrieiennnnrnnnes
Incremental backupsofdata. ...............coiiiiiiin
Incremental backups of systems. .........coviiiiiiii i
Differential backups . ..........ci i e
Continuous backups . . ... .o i e
Partial backups. . ... e
Folder backups. .. ... ..o
Drive backups. . ...
Virtual-drive backups ... ..o
Dealingwith Deletions . ........ ... ...t iiiiiininns
Excluding Files and Folders
Understanding Archives.............. ... .coiiiiiiiiininnnnn..
Multiple files stored within onefile..........................
Oldlivedata. ... ... ..ot
Old versions of files, folders, or backups.....................
Restoring Using Backup Tools. ...ttt
Restoring from a Windows backup..........................
Restoring to a system restore Point. ..........vveveeineen.ns
Restoring from a smartphone/tablet backup . ................
Restoring from manual file or folder copying backups.........
Utilizing third-party backups of data hosted at third parties.. . . ..

-----------------------------------

Cybersecurity For Dummies



Returning Backups to Their Proper Locations .............ccoven. 3T

Ao QY (o - 317
Restoring from a combination of locations. .................. 318
Restoring to Non-Original Locations ..........ovviiiiienennnn. 318
Never Leave Your Backups Connected .....................0... 318
Restoring from Encrypted Backups . .......c.vviiiiiiininnnn. 319
TESHRE BACKIIDS: o . o fom s B e 8 08 S 500 6 58 S8 8 o 7 319
Restor IR CIVETOCLITRIIEN 4o b o0 00 00 E403 5 40000 AR 0 5 0 319
Booting froma Boot Disk. .. ....ccivsussiiaivninsivasii daviivens 320
PART 7. LOOKING TOWARD THEFUTURE .................. 321
cuarrer 17: PUrsuing a Cybersecurity Career .................... 323
Professional Roles in Cybersecurity . .....ooovveieeieninunnnn. 324
IO EINBIRIENED o v min v om0 0 5 S S L A 324
ST [ | T 0 - | 2= [ ] USRS T S S 324
SEEUITTIN TEERTIE™ v 5wom im0 T A 05 324
Chief information security officer (CISO). . ...............vs. 324
SECHTIY AIAIIEE v v tn o i s e S AR s 325
Securityarchitect. . ... ...t e e 325
Security administrator ... ...t e 325
SeCUNtY AUAITOr . .. vt e e 325
T R ORI oo w0 i 8 i ks S e 325
Vulnerability assessmentanalyst ............ ..., 326
Ethical hacker. .. ...t i 326
Security researcher. ... ...oovviii i iiiin et 326
Oifensive NAEKEE .....n.vresnvrss pemmsnmae s s nsessonmsosson e 326
Software Secufity engineer ... ..o vvevvneanrssnnsivetssinis 327
Software source code securityauditor. .. ..........cooiiiinn 327
SeCUritY CONSURANE . .o v v v v v eenvrrrrrnnsnnnsassoseniasis 327
SeCUNitY EXPert WINESS. . .ttt v et ieee e e e s i in s 327
Security Speclalist ...iissicinaninesrvsaiia i seEiaiT G 327
Incident responseteammember........cccviiiviireiinniens 328
FOTBNSIC-ANANSEE . ovis i iiiiem s vess p s debe s siemis 328
Cybersecurity regulationsexpert . ......covvvivi i 328
Privacy regulations eXpert oy siaiis e piam raessa 328
Exploring Career Paths. i siinsaidinsddansaum 328
Career path: Senior securityarchitect ............ccoiivvinenn 329
Carear path CISH o it s iy assns s g 329
Starting Out in Information Security. .. .....cocviiiviiiiiviaiaas 331
Exploring Popular Certifications . . .. .. vviiiiciivisasaivissvai s 332
CIBS P ivaa v T R R e 332
IS e e T S R B P P S 333

Table of Contents  XVii



e

0 = 333

UMY+ o vttt 334
GO ettt e e 334
Verifiability . ... e 335
8 T3 335
Overcoming aCriminal Record .............. it 335
OvercomingBad Credit ........vvvii i iiinrannnnns 336
Looking at Other Professions with a Cybersecurity Focus ......... 336
cuarrer 18: Emerging Technologies Bring New Threats...... .. 337
Relying on the Internet of Things . ..., 338
Critical infrastructure riskS. . . ... .o ovv it es 339
Computers on wheels:moderncars ..........cooviiiiiinnas 340
Using Cryptocurrencies and Blockchain ........................ 340
Cloud-Based ApplicationsandData............................ 342
Optimizing Artificial Intelligence . . ........... .. ... ..o L. 343
Increased need for cybersecurity . ....... ... .. oo 344
Useasacybersecuritytool ... .. ..o 345
Useasahackingtool ........ .. .o, 345
Where Was This Laptop Really Made? Supply Chain Risks ......... 346
Nothing Is Trustworthy: Zero Trust. . ... i 347
Genius Computers Are Coming: Quantum Supremacy............ 347
Experiencing Virtual Reality . .. ........ . i 348
Transforming Experiences with Augmented Reality .............. 350
PART 8: THEPARTOFTENS.................................... 351
cuarter 10: T€N Ways to Improve Your Cybersecurity
without Spendinga Fortune.......................... 353
Understand That You AreaTarget. .........oovviiiiennneennnns 353
Use Security Software. . ... i e 354
Encrypt Sensitive Information............. ... ... . e, 354
Back Up Often . i 356
Do Not Share Login Credentials ..........c.vuriirirreneennnnnns 356
Use Proper Authentication. .........ocvviiiiiiiiniee i, 357
Use Social MediaWisely. . ....... .. ... 357
Segregate INtermet ACCESS » .\ v vt ie s niesansennennses 357
Use Public Wi-Fi Safely (Or Better Yet, Don'tUse It!) .............. 358
Hire @ Pro .. i e i 358
cuapter 20: 1€N (Or So) Lessons from Majnr
CybersecurityBreaches ............................... 359
1 L g Lo 359
T Bl o e 361

Cybersecurity For Dummies



CHAPTER 21:

SO PICERIDE. o 00 sk i 5 S A S T N S 55 362

U.S. Office of Personnel Management..........oovvvivnnnrnnn.. 363
BERNENNY oo oo S R R R B R 363
Colanial Pipaling and JBS SA «ocvn s merm s pwnmeamrnns gy e 364
Colonial Pipeline .......ccviiiiiiiiiiiiiii i, 364
NBS. i e e T G b AT B e DS A B e S A A B et e 365
Ten Ways to Safely Use PublicWi-Fi................. 367
Use Your Cellphone as a Mobile Hotspot ..., 368
Turn Off Wi-Fi Connectivity When You're Not Using Wi-Fi.......... 368
Don't Perform Sensitive Tasks over PublicWi-Fi.................. 369
Don't Reset Passwords When Using PublicWi-Fi ................. 369
Use:a VN SEIVICE: i v s st issm s s e v s Heaai s 369
S O s e T R L R R S B 369
IS B RO e s o N S S R s 370
TUM O SHAAOE i ciasmivs e svavias ies e Suam vav s im 370
Have Information Security Software on Any Devices
Connected to Public Wi-Fi Networks. . . .....coviiiinivnnnnennens 370
Understand the Difference between True Public Wi-Fi
I ST OO NI v o oo 0 A S R 370
.............................................................. 371

Table of Contents  XIX



	Inhaltsverzeichnis
	[Seite 1]
	[Seite 2]
	[Seite 3]
	[Seite 4]
	[Seite 5]
	[Seite 6]
	[Seite 7]
	[Seite 8]
	[Seite 9]
	[Seite 10]
	[Seite 11]
	[Seite 12]
	[Seite 13]
	[Seite 14]
	[Seite 15]


