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Preface xvi 

Chapter 1 
A Pragmatic Approach to Intrusion Response Metrics 

Chris Strasburg, The Ames Laboratory, US Department of Energy, USA 
Johnny S. Wong, Iowa State University, USA 

The arms race between cyber attackers and defenders has evolved to the point where an effective 
counter-measure strategy requires the use of an automated, distributed, and coordinated response. A 
key difficulty in achieving this goal lies in providing reliable measures by which to select appropriate 
responses to a wide variety of potential intrusions in a diverse population of network environments. In 
this chapter, the authors provide an analysis of the current state of automated intrusion response metrics 
from a pragmatic perspective. This analysis includes a review of the current state of the art as well as 
descriptions of the steps required to implement current work in production environments. The authors 
also discuss the research gaps that must be filled to improve security professionals' ability to implement 
an automated intrusion response capability. 

Chapter 2 
Feature Extraction Methods for Intrusion Detection Systems 23 

Hai Thanh Nguyen,  University  College, Norway 
Katrin Franke, Gjovik University College, Norway 
Slobodan Petrovic, Gjovik University College, Norway 

Intrusion Detection Systems  have become an important security tool for managing risk and an 
indispensable part of overall security architecture. An IDS is considered as a pattern recognition system, 
in which feature extraction is an important pre-processing step. The feature extraction process consists 
of feature construction and feature selection . The quality of the feature construction and feature selec­
tion algorithms is one of the most important factors that affects the effectiveness of an IDS. Achieving 
reduction of the number of relevant traffic features without negative effect on classification accuracy 
is a goal that largely improves the overall effectiveness of the IDS. Most of the feature construction as 
well as feature selection works in intrusion detection practice is still carried through manually by utiliz­
ing domain knowledge. For automatic feature construction and feature selection, the filter, wrapper, and 
embedded methods from machine learning are frequently applied. This chapter provides an overview 
of various existing feature construction and feature selection methods for intrusion detection systems. 
A comparison between those feature selection methods is performed in the experimental part. 



Chapter 3 
A Distributed and Secure Architecture for Signature and Decryption Delegation 
through Remote Smart Cards 53 

Giuseppe Cattaneo, Universitd di Salerno, Italy 
 Faruolo, Universitd di Salerno, Italy 

Ivan Visconti, Universitd di Salerno, Italy 

The established legal value of digital signatures and the growing availability of identity-based digital 
services are progressively extending the use of smart cards to all citizens, opening new challenging 
scenarios. Among them, motivated by concrete applications, secure and practical delegation of digital 
signatures and decryptions is becoming more and more critical. Unfortunately, all secure delegation 
systems proposed so far include various drawbacks with respect to some of the main functional require­
ments of any practical system. With the purpose of proposing a truly practical solution for signature and 
decryption delegation, in this chapter the authors put forth the notion of a "Proxy Smart Card System," 
a distributed system that allows a smart card owner to delegate part of its computations to remote us­
ers. They first stress the problematic aspects concerning the use of known proxy-cryptography schemes 
in synergy with current standard technologies, which in turn motivates the need of proxy smart card 
systems. Then they formalize the security and functional requirements of a proxy smart card system, 
identifying the involved parties, the adversary model, and the usability properties. Finally, the authors 
present the design and analysis of a proxy smart card system, which implements the required function­
alities outperforming the current state of the art. 

Chapter 4 
Information Security Management: Awareness of Threats in E-Commerce 66 

Mohammad Mahfuzur Rahman, Applied Research Centre for Business and Information 
Technology (ARCBIT), UK 

 Mohammed Rezaul, Centre for Applied Internet Research  Glyndwr University, UK 

The expansion of electronic commerce (E-commerce) has become an increasing reality due to Internet's 
rapid growth during the  few years. E-commerce is growing at an exceptional rate with more organi­
zations offering their goods and services online every day. Importantly, this growth is being matched by 
the number of people gaining access to the Internet in a variety of ways. E-commerce offers opportunities 
as well as threats. Information is crucial for any organization, especially in the e-market. The lack of an 
effective and trusted payment system that can be used in combination with online shopping has been 
limiting factor in the growth of Internet sales. Consumers are hesitant to provide personal information, 
including credit card details, over the Internet because of high perception of risk and concerns with 
privacy. Establishment of Information Security System can minimize the threats and risks. Technology 
can play an important role in intensifying trust in the information society and securing consumer rights. 
E-commerce will not be successful without protecting the consumers' rights, especially in the area of 
information security. The research highlights the relevant theories of information security within the 
e-commerce sectors, including identifying and investigating the problems. 

Chapter 5 
Analyzing Information Security Goals 91 

Ella Kolkowska, Orebro University School of Business, Sweden 
Karin  Orebro University School of Business, Sweden 
Fredrik Karlsson, Orebro University School of Business, Sweden 



One of the problems highlighted within the area of information security is that international standards 
are implemented in organisations without adopting them to special  settings. In this chapter 
the authors analyse information security goals found in hospital settings. They found that the CIA-triad 
fails to cover organisational specific information security goals in hospital settings. They found also that 
information security goals held by information security managers and business managers are not the 
same, implying that both these groups should be involved in designing of information security goals, 
in order to find information security goals relevant for the organisation. Finally, the authors found goal 
maps used in this study for analysis of empirical data, to be a useful tool for analysis and communication 
of information security goals in an organisation. 

Chapter 6 
Graphical Passwords  

Luigi Catuogno, Universitd degli Studi di Salerno, Italy 
Clemente  Universitd degli Studi di Napoli "Federico II", Italy 

Authentication is probably one of the main security processes that almost everybody has at one point 
used. Currently, the most widespread authentication mechanism is based on textual passwords, a well-
established approach that, with the growth of users and services, has increasing and serious drawbacks. 
With the rise of high quality displays and more ergonomic human computer interaction mechanisms such 
as mice, touch-pads and touch-screens, graphical passwords are credited as a valuable replacement to 
old-fashioned passwords. In contrast to alphanumerical passwords, graphical authentication mechanisms 
promise greater memorability and usability. In this chapter, an overview of the state-of-art of this topic is 
presented, introducing some of the main schemes proposed in current literature. The issues and concerns 
related to security and usability, which still challenge the researchers in this area, are also discussed. 

Chapter 7 
Assessing the Security of Software Configurations 129 

Afonso Araujo Neto, University of Coimbra, Portugal 
Marco Vieira, University of Coimbra, Portugal 

Security evaluation is a complex problem. As more and more software systems become available, more 
diversity and alternatives can be found to accomplish the same tasks. However, there is still a lack of a 
standard approach that can be used to choose among the available alternatives or evaluate their configu­
ration security. In this chapter, the authors present a methodology to devise security appraisals, which is 
based on the collection of widespread security knowledge for a specific domain. They demonstrate their 
methodology by devising two specific appraisals for the domain of transactional systems. The first one 
can be used to evaluate and assess the configuration of an already deployed database installation, while 
the target of the second one is to compare the capability of specific database brands concerning security 
aspects. The authors also present a real demonstration of both appraisals in real scenarios. 

Chapter 8 
A Decision Support System for Privacy Compliance 158 

Siani Pearson, Cloud and Security Research Lab, HP Labs, UK 
 Sander, Cloud and Security Research Lab, HP Labs, USA 

Regulatory compliance in areas such as privacy has become a major challenge for organizations. In 
large organizations there can be hundreds or thousands of projects that involve personal information. 
Ensuring that all those projects properly take privacy considerations into account is a complex challenge 
for accountable privacy management. Accountable privacy management requires that an organization 
makes sure that all relevant projects are in compliance and that there is evidence and assurance that 



this actually is the case. To date, there has been no suitable automated, scalable support for accountable 
privacy management; it is such  tool  the  authors describe in this chapter. Specifically, they describe 
a privacy risk assessment and compliance tool which they are developing and rolling out within a large, 
global company - called HP Privacy Advisor (HP PA)-and its generalisation and extension. The authors 
also bring out those security, privacy, risk, and trust-related aspects they have been researching related 
to this work in particular. 

Chapter 9 
Information Security Management Based on Linguistic Sharing Techniques 181 

Marek R. Ogiela, AGH University of Science and Technology, Poland 
Urszula Ogiela, AGH University of Science and Technology, Poland 

Secure information splitting is used in many tasks of the intelligent sharing of secrets and key data in 
business organisations. The significance of information splitting depends on its nature, while the sig­
nificance of information sharing may depend on its importance and the meaning it has for the organi­
sation or institution concerned. This chapter presents models for multi-level information splitting and 
information management with the use of the linguistic approach and formal grammars. Such methods 
constitute a secure enhancement of traditional secret splitting algorithms and introduce an additional 
stage at which information is coded using the appropriately defined regular or context-free grammar. 
The many possible applications of such methods include their use for the intelligent management of 
important or confidential information in government institutions or businesses. Algorithms of multi-level 
information splitting allow information that is not available to all employees of a given organisation or 
its environment to be securely split or shared. 

Chapter 10 
SQL Injection Attacks Countermeasures 194 

Kasra Amirtahmasebi, Chalmers University of Technology, Sweden 
Seyed Reza Jalalinia, Chalmers University of Technology, Sweden 

Due to the huge growth in the need for using Web applications worldwide, there have been huge efforts 
from programmers to develop and implement new Web applications to be used by companies. Since a 
number of these applications lack proper security considerations, malicious users will be able to gain 
unauthorized access to confidential information of organizations. A concept called SQL Injection Attack 

 is a prevalent method used by attackers to extract the confidential information from organiza­
tions' databases. They work by injecting malicious SQL codes through the web application, and they 
cause unexpected behavior from the database. There are a number of SQL Injection detection/prevention 
techniques that must be used in order to prevent unauthorized access to databases. 

Chapter 11 
Security and Authentication Issues of an Embedded System Designed and Implemented for 
Interactive Internet Users 214 

Siddhartha Baruah, Gauhati University, India 
Anjana Kakoty Mahanta, Gauhati University, India 
Kanak Ch  Gauhati University, India 

Though embedded applications were originally built on standalone devices, nowadays these devices 
require a growing integration with other systems through their interconnection with TCP/IP networks. 
Web Services, which provide a service oriented distributed architecture for the interconnection of systems 
through  networks, have been widely adopted for the integration of business applications, but 
this sort of integration is still not widely provided by embedded applications. The present work aims to 
demonstrate the feasibility of using Web Services for the integration of embedded applications running 



on heterogeneous architectures. This is achieved through the provision of a support for the development 
and deployment of web services for embedded applications. Basic objective of the system developed 
is to monitor and control Humidity and Temperature through Internet using interactive computer front 
end. The feasibility of this approach in terms of security and authentications of its Internet users is 
demonstrated by developing an mail server along with application deployed. Mail server keeps track 
of authorised users' with login password and email ID in a database table. This information is used to 
identify authorised users who are allowed to make changes in control parameters of the stated embed­
ded application. 

Chapter 12 
Distributed Key Management Scheme Based on CL-PKC in P2P Networks 234 

Zhongwen Li, Chengdu University, China 
Zhibin Xu, Xiamen University, China 
Chen Liang, Xiamen University, China 

P2P networks have characteristics of decentralization, autonomy, and dynamicity. The security problems 
caused by these characteristics have seriously affected further development of P2P networks. The authors 
did research on CL-PKC key management schemes. (1) They propose a certificateless-based key distri­
bution scheme with multiple trusted centers that fits the characteristics of P2P networks, and analyzed 
its security. (2) They also propose an improved interactive key agreement protocol across multiple 
domains, and then compare it with some existing key agreement protocol from aspects of security and 
computational efficiency. (3) The authors have implemented the proposed key management schemes, 
then verified their correctness and tested their computational efficiency. Combined with master key share 
management and key management of nodes, this system constructed a complete certificateless-based 
key management model, which is an exploration to solve security problems in P2P networks. 

Chapter 13 
A Privacy Service for Comparison of Privacy and Trust Policies within SOA 248 

 Allison, The University of Western Ontario, Canada 
Hany F EL  Suez Canal University, Egypt 
Miriam A. M. Capretz, The University of Western Ontario, Canada 

Privacy for Service-Oriented Architecture (SOA) is required to gain the trust of those who would use 
the technology. Through the use of an independent Privacy Service (PS), the privacy policies of a ser­
vice consumer and provider can be compared to create an agreed upon privacy contract. In this chapter, 
the authors further define a metamodel for privacy policy creation and comparison. A trust element is 
developed as an additional criterion for a privacy policy. The authors define the PS, outline what opera­
tions it must perform to accomplish its goals, and present how the PS operates in different scenarios. 
They believe the PS, combined with the enhanced metamodel, provides a strong solution for providing 
privacy in an SOA environment. 

Chapter 14 
Creating and Applying Security Goal Indicator Trees in an Industrial Environment 266 

Alessandro Bagnato, TXT e-solutions, Italy 
Fabio Raiteri, TXT e-solutions, Italy 
Christian Jung, ISQ Fraunhofer Institute for Experimental Software Engineering IESE, Germany 
Frank Elberzhager, ISQ Fraunhofer Institute for Experimental Software Engineering IESE, Germany 

Security inspections are increasingly important for bringing security-relevant aspects into software sys­
tems, particularly during the early stages of development. Nowadays, such inspections often do not focus 



specifically on security. With regard to security, the well-known and approved benefits of inspections 
are not exploited to their full potential. This book chapter focuses on the Security Goal Indicator Tree 
application for eliminating existing shortcomings, the training that led to their creation in an industrial 
project environment, their usage, and their reuse by a team in industry.  are a new approach for 
modeling and checking security-relevant aspects throughout the entire software development lifecycle. 
This book chapter describes the modeling of such security goal based trees as part of requirements en­
gineering using the GOAT tool dedicated plug-in and the retrieval of these models during the various 
phases of the software development lifecycle in a project by means of Software Vulnerability Reposi­
tory Services (SHIELDS, Software Vulnerability Repository Services) created in the European project 
SHIELDS (SHIELDS, SHIELDS - Detecting known security vulnerabilities from within design and 
development tools). 

Chapter 15 
Security Enhancement of  Session Initiation 281 

Xianghan Zheng, Fuzhou University, PR. China 
Vladimir A. Oleshchuk, University of Agder, Norway 

Today, Peer-to-Peer  systems have attracted much attention from both  
and industry. The decentralized nature of P2P might provide the distributed peer-to-peer communication 
system without help of the traditional SIP server. However, the decentralization features come to the 
cost of the reduced manageability and create new concerns. Until now, the main focus of research was 
on the availability of the network and systems, while few attempts were put on protecting privacy. In 
this chapter, the authors investigate P2PSIP security issues and introduce two enhancement solutions: 
central based security and distributed trust security, both of which have their own advantages and dis­
advantages. After that, they study appropriate combination of these two approaches to get optimized 
protection. Their design is independent of the DHT (Distributed Hash Table) overlay technology. The 
authors take the Chord overlay as the example, and then analyze the system in several aspects: security 
& privacy, number-of the hops, message flows, et cetera. 

Chapter 16 
Towards a Framework for Collaborative Enterprise Security 309 

Janardan Misra, Independent Researcher, India 

The role of human behaviour in enterprise security is one of the little studied aspects. The author pro­
poses a reinforcement model of collaborative security employing basic concepts from game theory, 

 and probabilistic model-checking. The proposed model aims towards solving the 
problem of inducing positive network effect to enable user centric monitoring of security violations, in 
particular, against violations related to "semantic manipulation" of context dependent logical resources. 
Preventing such violations using existing security enforcement mechanisms is neither feasible nor cost 
effective. The author defines a payoff mechanism to formalize the model by stipulating appropriate 
payoffs as reward, punishment, and community price according to reporting of genuine or false viola­
tions, non-reporting of the detected violations, and proactive reporting of vulnerabilities and threats by 
the users. Correctness properties of the model are defined in terms of probabilistic robustness property 
and constraints for economic feasibility of the payoffs. For estimating the payoff parameters, system 
and user behaviours are further modelled in terms of probabilistic finite state machines (PFSM) and 
likelihood of the success of the model is specified using probabilistic computation tree logic (PCTL). 
PRISM model checker based automated quantitative analysis elicits the process of the estimation of 
various parameters in the model using PFSMs and PCTL formulas. 



Chapter 17 
Privacy-Aware Organisation-Based Access Control Model (PrivOrBAC) 335 

  Institut Telecom, Telecom Bretagne, France 
Nora Cuppens-Boulahia, Institut Telecom, Telecom Bretagne, France 
Frederic Cuppens, Institut Telecom, Telecom Bretagne, France 

In this chapter, the authors propose the expression and the modelling of the most important principles 
of privacy. They deduce the relevant privacy requirements that should be integrated in existing security 
policy models, such as RBAC models. They suggest the application of a unique model for both access 
control and privacy requirements. Thus, an access control model is to be enriched with new access 
constraints and parameters, namely the privacy contexts, which should implement the consent and the 
notification concepts. For this purpose, the authors introduce the Privacy-aware Organisation role Based 
Access Control (PrivOrBAC) model. 

Chapter 18 
Can Formal Methods Really Help: Analyzing the Security of Electronic Voting Systems? 361 

Komminist Weldemariam, Fondazione Bruno Kessler, Italy 
Adolfo  Fondazione Bruno Kessler, Italy 

In this chapter, first the authors discuss the current trends in the usage of formal techniques in the devel­
opment of e-voting system. They then present their experiences on their usage to specify and verify the 
behaviors of one of currently deployed e-voting systems using formal techniques and verification against 
a subset of critical security properties that the system should meet. The authors  specified attacks that 
have been shown to successfully compromise the system. The attack information is used to extend the 
original specification of the system and derive what we called the extended model. This work is a step 
towards fostering open specification and the (partial) verification of a voting machine. The specification 
and verification was intended as a learning process where they would use formal techniques to improve 
the current development of e-voting systems. 

Chapter 19 
Countering Spam Robots: Scrambled CAPTCHA and Hindi CAPTCHA 381 

Aditya Raj, Netaji Subhas Institute of Technology, India 
Tushar Pahwa, Netaji Subhas Institute of Technology, India 
Ashish Jain, Netaji Subhas Institute of Technology, India 

CAPTCHAs are employed on websites to differentiate between human users and bot programs that 
indulge in spamming and other fraudulent activities. With the advent and advancement of sophisticated 
computer programs to break  it has become imperative to continuously evolve the  
schemes in order to keep the Internet network and website free of congestion and spam-bots. In light 
of these developments concerning information security, in this chapter, the authors introduce the novel 
concept of Scrambled CAPTCHA, which is a combination of OCR-based and Picture CAPTCHAs and 
exploits an inherent characteristic of human vision and perception. They also introduce Hindi CAPTCHA, 
developed in Hindi language (Devanagari script). This CAPTCHA will typically address spamming on 
Indian websites. It also contributes to the digitalization of books written in this script. The authors also 
discuss the features and security aspects of these schemes in detail, which, to the best their knowledge, 
had not been implemented earlier. 



Chapter 20 
Embedded System Security Risk in a Green-House Environment 394 

Trailokya Oraon, Jorhat Engineering College, India 

Embedded systems are extensively used in the field of pervasive computing. These systems are used to 
such an extent that embedded systems are now controlled and monitored from remote locations by us­
ing Web services. Internet authorities are able to assign every device a unique Internet protocol address 
with the introduction of IPv6 on the Web. Peer-to-peer communication between Internet-enabled devices 
helped Web services to make performance improvement. On the worse side, it created new attacks on 
the components used in the embedded systems. The chapter discusses the details of security issues on 
a Web-enabled embedded system used in greenhouse environment. The devices used in greenhouse 
environment are monitored and controlled by different software components used in the entire system. 
Various vulnerabilities are introduced during entire development process of the greenhouse environment. 
The problem is to search the real threats, then define security policies and implement them during devel­
opment process. The chapter discusses most of the vulnerabilities of a generalized greenhouse project 
and tries to find out possible security techniques to deal with the vulnerabilities. Instead of showing the 
design to build a greenhouse embedded system, it shows to introduce security policies at various levels 
of life-cycle, be it before development, during development, or after development. 

Chapter 21 
Security in Wireless Sensor Networks with Mobile Codes 411 

Frantisek Zboril Jr., Brno University of Technology, Czech Republic 
Jan Horacek, Brno University of Technology, Czech Republic 
Martin Drahansky, Brno University of Technology, Czech Republic 

  Brno University of Technology, Czech Republic 

Security of wireless sensor networks (WSN) relates in many aspects to security of distributed systems. 
On the first sight WSNs form a large distributed ad-hoc system with lot of tiny devices that sense some 
phenomena and communicate wirelessly. Due to some limitations, among which the energy consumption 
problem is the most important one, security issues could demand different solutions than those used in 
the area of ordinary distributed systems. In this chapter, the authors briefly introduce the hardware and 
software approach to WSN design first, and then they define the main security aspects in such systems. 
Then some security mechanisms are presented, and their connection to possible countermeasures of the 
identified risks is described. 

Chapter 22 
  Security: A Decentralized Enforcement  the Network Security 426 

Olivier Flauzac, University of Reims Champagne-Ardenne, France 
Florent  University of Reims Champagne-Ardenne, France 
Cyril Rabat, University of Reims Champagne-Ardenne, France 

  University of Reims Champagne-Ardenne, France 

Network security is in a daily evolving domain. Every day, new attacks, viruses, and intrusion techniques 
are released. Hence, network devices, enterprise servers, or personal computers are potential targets of 
these attacks. Current security solutions like firewalls, intrusion detection systems (IDS), and virtual 
private networks (VPN) are centralized solutions, which rely mostly on the analysis of inbound network 
connections. This approach notably forgets the effects of a rogue station, whose communications cannot 
be easily controlled unless the administrators establish a global authentication policy using methods like 

 x to control all network communications among each device. To the best of the authors' knowledge, 
a distributed and easily manageable solution for the global security of an enterprise network does not 
exist. In this chapter, they present a new approach to deploy a distributed security solution where com­
munication between each device can be control in a collaborative manner. Indeed, each device has its 



own security rules, which can be shared and improved through exchanges with others devices. With this 
new approach, called grid of security, a community of devices ensures that a device is trustworthy and 
that  between devices progress in respect of the control of the system policies. To support 
this approach, the authors present a new communication model that helps structuring the distribution of 
security services among the devices. This can secure both ad-hoc, local-area or enterprise networks in 
a decentralized manner, preventing the risk of a security breach in the case of a failure. 

Chapter 23 
Effective Malware Analysis Using Stealth Breakpoints 444 

 Vasudevan, CyLab, Carnegie Mellon University, USA 

Fine-grained malware analysis requires various powerful analysis tools. Chief among them is a debugger 
that enables runtime binary analysis at the instruction level. One of the important services provided by 
a debugger is the ability to stop execution of code at arbitrary points during runtime, using breakpoints. 
Software breakpoints change the code being analyzed so that it can be interrupted during runtime. Most, 
if not all malware are very sensitive to code modification with self-modifying and/or self-checking 
capabilities, rendering the use of software breakpoints limited in their scope. Hardware breakpoints 
on the other hand, use a subset of the CPU registers and exception mechanisms to provide breakpoints 
that do not entail code modification. However, hardware breakpoints support limited breakpoint ability 
(typically only 2-4 locations) and are susceptible to various anti-debugging techniques employed by 
malware. This chapter describes a novel breakpoint technique (called stealth breakpoints) that provides 
unlimited number of breakpoints which are robust to detection and countering mechanisms. Further, 
stealth breakpoints retain all the features (code, data and  breakpoint abilities) of existing hardware 
and software breakpoint schemes and enables easy integration with existing debuggers. 

Chapter 24 
A Dynamic Cyber Security Economic Model: Incorporating Value Functions 
for All Involved Parties 462 

C. Warren Axelrod, Delta Risk LLC, USA 

One cannot develop effective economic models for information security and privacy without having a 
good understanding of the motivations, disincentives, and other influencing factors affecting the behavior 
of criminals, victims, defenders, product and service providers, lawmakers, law enforcement, and other 
interested parties. Predicting stakeholders' actions and reactions will be more effective if one  a realistic 
representation of how each of the various parties will respond to internal motivators and external stimuli. 
In this chapter, reactions of involved parties are assumed to be based on "personal utility functions." 
However, it is not sufficient merely to develop static utility functions, since the net value of security 
and privacy changes dynamically. External events, such as the announcement of a new  also have 
a significant effect on both subjective and objective net value. Knowing how such value functions vary 
over time helps determine the overall dynamic impact of security and privacy measures on the behavior 
of various participants and ultimately on the economic model that describes these behaviors. Also in 
this chapter, the authors enumerate the many factors that affect  the various parties and examine how 
these factors affect the responses of all those involved due to the economic impact of particular exploits 
and situations as they affect different groups. 
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